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ABSTRACT

The authentication process is a key step that should be used to verify that a user is legitimate, and it
should be used to verify that a user is a legitimate user and grant access only to that user. Recently, most
applications use two-factor authentication and OTP schemes to address the vulnerability of using only one
factor for authentication by adding a security layer to the login process, but this method also allows access to
user accounts without permission. This is a known security vulnerability. In this paper, we implement the Zero
Knowledge Proofs (ZKP) personal information authentication technique based on the smart contract of the
block chain that authenticates the user with only minimal personal information exposure condition. It provides
many security technologies to the authentication process based on blockchain technology, and can perform

personal information authentication faster and more safely than existing authentication methods.
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package zeroKnowledgeBlockChain;

import java.nio.charset StandardCharsets;
import java.security.MessageDigest;

import java.security. NoSuchAlgorithmException;
import java.util. Baseg4;

import java.utillogging.Level;

import java.utillogging.Logger;

public class Generator {
public static String generateHash(String text) {

try {
MessageDigest digest = MessageDigest.getinstance("SHA-236");
byte[] hash = digestdigestitextgetBytes(StandardCharsets UTF_8));
String encoded = Base84.getEncoder().encodeToString(hash);
return encoded;

} catch (NoSuchAlgorithmException ex) {
Logger.getLogger(Generator.class.getName() log(Level SEVERE, null, ex);

return null;

J2| 3. SHA-256 HIEZ AZehe ¢33 7=
Fig. 3. Crypto blocks mined with SHA-256 bits
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[cterminated> zeroKnowledgeBlockChain [lava Application] C:#Program OpenIDKHjdk-16.00 7 exe]
zeroknouledgeProof Firstr mined: C14yxROIKQN4CdBQBKiNLOYLX3LIVVI9bF 71pyen; =

zer fsecond mined: 3ti wkYyH2WArpBSPa=
zeroknowledgeProofMaster mined invalid block: xzK1/hbHdepVeyS83fuzo8g8dbSXYOt1P1+fKkeXXOk=
zeroknowledgeProofSecond mined: UIEG4HHGKyamlovkV/N3ZqrLdza3Xb5iVIVI17/8P04=
zeroknoledgeProofaster mined invalid black: OZHEGAOIWS30u/MEGYKgADYZDOPFOST 45X 10y3a00gd=

er mined: DAt Rohi113zdyuGKqPTh)
zeroknowledgeProofFirstr mined: gOnDxi7fx+d0InTHNBQR16/Q4RS2gus)sqidcK52VQ8=
zeroknowledgeProofSecond mined: 2EoUP/eBcqIXr8xzYtMzCXqd3VCBGRhOCLXOPVIbb2U=
zeroknowledgeProofFirstr mined: csMPIVM+X0rZEQQSNX2w1rUoGuORILquRStxbUMBegE=

J8l 4. SHA-256 WIER =3t ohss} 3=
Fig. 4. Encryption code mined with SHA-256 bits
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777777 Block chain of [zeroKnowledgeProofMaster] ------
odgw4PhOn0InUMSU+aNOf8R+1tMUIWBUH/goPT1y7Re=
w2FOF8mYAdMNmXK3tizRvpQVeqygCwkYyH2WArpBSP4=
UIE64HHGkyamloviV/N3Zqrldza3Xb5iVIV117/8P04=
DAt1BK+mKQkg8pEuvCRbhilj3zdyuGXqPTbXxu+NaV8=
gOnDxi7fx+d0InTWMBQR16/Q4RS2gwsIsqjdcK52VQ8=
2EoUP/e@cqIXr8xzYtMzCXqd3VC8GnhoCLXoPVIbb2U=
CSMPIVM4+x0rZEQQ6NXzwlruoGuOe9LqmRStxbUMBegE=

------ END ------

------ Block chain of [zeroKnowledgeProoffFirstr] ------
odgw4PhOn0JInUMSU+aNOf8R+1tMULIWBUH/goPT1y7R0=
w2FOF8mY@dMNmXK3tizRvpQVeqygCwkYyH2WArpBSP4=
UIE64HHGkyamlovWV/N3ZqrlLdza3xb5ivIV117/8P04=
DAt1BK+mKQkg8pEuvCRbhilj3zdyuGXqPThXxu+NaV8=
gonDxi7fx+d0InTWMBQR16/Q4RS2gwsIsqjdcK5zvQ8=
2EoUP/e@cqIXr8xzYtMzCXqd3VC8GnhoCLXoPVIbb2U=
CSMPIVM+x0rZEQQ6NXzwlruoGuOe9LgmRStxbUMBegE=

------ END ------

—————— Block chain of [zeroKnowledgeProofSecond] ------
odgw4PhOn0InUMSU+aNOf8R+1tMUIWBUH/goPT1y7RO=
w2FOF8mYOdMNmXK3tizRvpQVeqygCwkYyH2WArpBSP4=
ULE64HHGkyamloviV/N3ZqrLdza3Xb5iVIV117/8P04=
DAt1BK+mKQkg8pEuvCRbhilj3zdyuGXgPTbhXxu+Nav8=
gonDxi7fx+d0InTWMBQR16/Q4RS2gwWsIsqjdcK5zVQ8=
2EoUP/e@cqIXr8xzYtMzCXqd3VC8GnhoCLXoPVIbb2U=
CcSMPIVM+x0rZEQQ6NXzwlrUoGuOedLgmRStxbUMBegE=

------ END ------

a2 5. gxrl o2 AAE Master,First,Second =
Fig. 5. Master, First, and Second blocks created with
zero knowledge proofs
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Table 1. Comparison of processing time between the
proposed method and the consensus algorithm
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Fig. 7. Comparison of proposed technique, consensus
algorithm, and speed deviation
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